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Context

Cyber-physical systems are ubiquitous in our society (automated subways, smartphones, medical

devices, etc.). These systems must avoid any unforeseen errors (bugs) that could threaten lives, and

a formal verification as exhaustive as possible is highly desired.

For cyber-physical systems for which full formal verification is not feasible (due to state space

combinatorial explosion, or for black-box systems for which no model is available, e.g., for confiden-

tiality reasons, or for systems based on unreliable AI), applying lightweight verification techniques,

such as monitoring, is a highly interesting option.

Subject

A key challenge in monitoring is to formalize complex requests involving quantities such as “the ve-
hicle always remains at a minimum distance from other vehicles, with energy consumption main-

tained below a predefined threshold (where this threshold is not necessarily known a priori with

full precision), except in the event of exceptional danger at most one minute per hour”; and then to

detect possible violations of these requests on huge quantities of data.

Directions of research for the thesis include:

• propose new formalisms to support offline and online monitoring of quantitative logs against

quantitative (and potentially parametric) properties;

• design monitoring algorithms, and propose efficient data structures;

• implement these algorithms (potentially reusing the IMITATOR [And21] engine) and evaluate

them against benchmarks.
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Conditions

Highly motivated applicants are being sought. The thesis will take place at LIPN (Laboratoire

d’Informatique de Paris Nord) within Université Sorbonne Paris Nord. LIPN is an internationally

recognized research laboratory comprising over 150 scientists.
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